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Scan Type Rank in the most attacked 
country 

Percentage of attacks 

OAS (On-Access Scan) #36 26.72% 

WAV (Web Anti-Virus) #26 16.79% 
MAV (Mail Anti-Virus) #33 2.52% 

ODS (On-Demand Scan) #63 32.83% 
IDS (Intrusion Detection) #12 3.98% 

KAS (Anti-Spam) #63 0.16% 

VUL (Vulnerability Scan) #120 0.35% 
 

Top 10 Threats 

1. HEUR:Trojan.Script.Iframer 
2. HEUR:Trojan.Script.Generic 
3. HackTool.Win32.KMSAuto.i 
4. HEUR:Trojan-Downloader.Script.Generic 
5. Trojan.JS.Miner.d 
6. UDS:DangerousObject.Multi.Generic 
7. Trojan.MSWord.Agent.fp 
8. Trojan-Downloader.JS.Agent.asdfwi 
9. HEUR:Trojan.WinLNK.Agent.gen 
10. Trojan-Downloader.JS.Agent.mwp 

 

Top 10 MD5 

1. 0x074E04A0515005632A5B489E9C8D2553 
2. 0x3D3BFB01C46869FF3735EC7BD4B0CB0C 
3. 0xC3C41FE74ABD6CE960B723EA7CB064BE 
4. 0x6D47A5D416BBDA6A9B5A729C60E15DF7 
5. 0x0EE0B7A65B6D1923E45426F615B4FE34 
6. 0x05919A8A6319F693D41F3C731D5E8023 
7. 0x9574F532700F994B6FE8B5C877FE1FA9 
8. 0xCD77529F6C82A820547633506EAC1348 
9. 0x43B4A2D40DA59C05ABB6E576ECF5F3C4 
10. 0x485055033BCDDFDE56325C0D2FEEA4F2 
 

https://threats.kaspersky.com/en/threat/HEUR:Trojan.Script.Iframer
https://threats.kaspersky.com/en/threat/HEUR:Trojan.Script.Generic
https://threats.kaspersky.com/en/threat/HackTool.Win32.KMSAuto.i
https://threats.kaspersky.com/en/threat/HEUR:Trojan-Downloader.Script.Generic
https://threats.kaspersky.com/en/threat/Trojan.JS.Miner.d
https://threats.kaspersky.com/en/threat/UDS:DangerousObject.Multi.Generic
https://threats.kaspersky.com/en/threat/Trojan.MSWord.Agent.fp
https://threats.kaspersky.com/en/threat/Trojan-Downloader.JS.Agent.asdfwi
https://threats.kaspersky.com/en/threat/HEUR:Trojan.WinLNK.Agent.gen
https://threats.kaspersky.com/en/threat/Trojan-Downloader.JS.Agent.mwp
https://tip.kaspersky.com/search?searchString=0x074E04A0515005632A5B489E9C8D2553
https://tip.kaspersky.com/search?searchString=0x3D3BFB01C46869FF3735EC7BD4B0CB0C
https://tip.kaspersky.com/search?searchString=0xC3C41FE74ABD6CE960B723EA7CB064BE
https://tip.kaspersky.com/search?searchString=0x6D47A5D416BBDA6A9B5A729C60E15DF7
https://tip.kaspersky.com/search?searchString=0x0EE0B7A65B6D1923E45426F615B4FE34
https://tip.kaspersky.com/search?searchString=0x05919A8A6319F693D41F3C731D5E8023
https://tip.kaspersky.com/search?searchString=0x9574F532700F994B6FE8B5C877FE1FA9
https://tip.kaspersky.com/search?searchString=0xCD77529F6C82A820547633506EAC1348
https://tip.kaspersky.com/search?searchString=0x43B4A2D40DA59C05ABB6E576ECF5F3C4
https://tip.kaspersky.com/search?searchString=0x485055033BCDDFDE56325C0D2FEEA4F2
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Top 10 URLs 

1. coinhive.com 
2. stodyew.info 
3. startthedownload.com 
4. 38fd1b.top 
5. ocz1qc.top 
6. marmrtr115.com 
7. nqjr0l.top 
8. aclefs.ww-wonders.com 
9. rtrhilltop3.com 
10. link444go.cf 
 

Top 10 C&C 

1. store4.up-00.com/2017-06/* 
2. differentia.ru 
3. naughtysearch.xyz/adminads/hueads/* 
4. 4jhlti79.ru 
5. 107.179.67.243 
6. eevuihiexpat.org 
7. aifomtomyam69.org 
8. disorderstatus.ru 
9. monoricenter.hu/admin/invest/chekamarue/* 
10. azer.ml/y/* 
 

https://tip.kaspersky.com/search?searchString=coinhive.com
https://tip.kaspersky.com/search?searchString=stodyew.info
https://tip.kaspersky.com/search?searchString=startthedownload.com
https://tip.kaspersky.com/search?searchString=38fd1b.top
https://tip.kaspersky.com/search?searchString=ocz1qc.top
https://tip.kaspersky.com/search?searchString=marmrtr115.com
https://tip.kaspersky.com/search?searchString=nqjr0l.top
https://tip.kaspersky.com/search?searchString=aclefs.ww-wonders.com
https://tip.kaspersky.com/search?searchString=rtrhilltop3.com
https://tip.kaspersky.com/search?searchString=link444go.cf
https://tip.kaspersky.com/search?searchString=store4.up-00.com%2F2017-06%2F%2A
https://tip.kaspersky.com/search?searchString=differentia.ru
https://tip.kaspersky.com/search?searchString=naughtysearch.xyz%2Fadminads%2Fhueads%2F%2A
https://tip.kaspersky.com/search?searchString=4jhlti79.ru
https://tip.kaspersky.com/search?searchString=107.179.67.243
https://tip.kaspersky.com/search?searchString=eevuihiexpat.org
https://tip.kaspersky.com/search?searchString=aifomtomyam69.org
https://tip.kaspersky.com/search?searchString=disorderstatus.ru
https://tip.kaspersky.com/search?searchString=monoricenter.hu%2Fadmin%2Finvest%2Fchekamarue%2F%2A
https://tip.kaspersky.com/search?searchString=azer.ml%2Fy%2F%2A

